





Module b

1. Legal and
ethics checklist

Short legal rulesheet you must follow

every session:

e Only experiment on systems you own,
control, or have explicit written permission
to test.

Stop immediately if someaone
unexpectedly connects, or if real user data
appears in your lab.

Keep all networked lab gear isolated from
the wider internet unless you have a
controlled gateway and monitoring.
Never reuse real credentials, personal
data, or production secrets in the lab.
Treat all findings as sensitive. Share only
with authorized parties via secure
channels.

Keep a dated log of every experiment with
names, scope, and outcomes.
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